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IIPUKA3

<< 0/ >>
/r' 2022 r. Ilb /J-7

o rraepax rlo o6ecneqeHr4]o

3arqr.rrbr r4HsopMarlun

Ha ourosanr,rrz llucbMa Kounrera rro AeJIaM o6pa3oBaHllfi r. r{eJl.r6uscra J\b 16-05/2349 or
0I.04.2022 r., B coorBercrBlrr,r c Peruenueu oleparllBHofo nra6a ro o6ecne'reunrc

Kr46ep6e3orracHocrrr 9en.s6uscrofi o6racru or 14.03.2022 f., peKoMeH.{aIIrtMIr Vnpanleuur
OCTSK Pocc1ll u Harlr4oHarbHoro KoopAr4HarlrroHHoro IIeHTpa no KoMrIbIorepHbIM I,IHIII'I,4eHraM,

Als o6ecnerreHl,I.s 3aIrIIrrbI Lru$opuauu:,lrB o5pa3oBareJlbHoit oprawuzaryuu,

IIPI4KA3bIBAIO

1. 3arra. Ar,rpeKropa ro 6egonacHocru Kpanueuxo O.B. o3HaKoMLITb pa6orHI{KoB OO c
npaBr4naMr4 3arqr{Tbr uu(foprvraqvv, co1Lepxaul,IMllcfl B rIpHJIoxeHI{sx Ng}{b l, 2, 3 K

AaHHOMy [plrKa:]y.
2. 3arrr. Ar4peKTopa no VBP Ep€ueirrco JI.A. pa3Mecrltrb Hacroslqufi. npuxas, BKJIIoqEUI

rrprrJroxeHr4x, Ha osuqr4aJlbHoM caftre oo.
3. Kourporu I4cnoJIHeHI,Ifl Hacrotlqero npI{K€L}a ocraBJlfiro 3a co6oft.

flpuroxeuux:

1. llau.srxa rlo 3aIqLIre uu(popnraqnu.
2. Perolren.{auuel OCT3K Poccuu ro noBbIIrreHI'IIo 3alq[q€snocrra.
3. flausrxano 6egonacnoftpa6ore c oneKrponnoft uoqrofi.

,{rzpexrop MAOY (COIII J\e 9 JI.A. Irlsauona



flpN,ro>rceHlte Ne I rc nncmry
Korvrureta no AeraM o6pa:onaHun

ropoAa 9em6uHcra
or Ns

fI ausrxa rto o6ecneqeHr4ro 3 arrlr.rrhl IzHO op MaITI4LI

1) Ha aBToMarri3tipoBaHuoM pa6orieM Mecre ("qaree - APM) cJleAyer BbIrIoJIHflTb

ToJrbKo re 3a.uasl{, Koropbre oupe.{eJlenbl AoJDKHocrHofi uHcrpyrtTweft pa6o'tuuxa,
2) He peKoMeH,{yercr ocraBrrrrr APM BKJrroqBHHbrM lartkr pas6noxupoBannblM npl{

neo6xognuocru noKr4uyrb pa6ovee Mecro. Ans 6roxrapoeaurat KoMnbrorepa Mo)KHo

BocrroJrr3oBarbcr correraHr,reM KJraBHrrr <Win + L>> utu ru6parr coorBercTByloqufi [yHKr B

MeHro BrrKJrlorroHr4lr r(oMrrrrorepa. floc,re oKonqaHr4rr pa6overo ,qnt APM seo6xoAnnao

B6IKJITqaTL CTaHAapTHE'Iu CIOCO6OU.

3) He peroMeHAyercfl coo6ruau rcouy-mr6o rrarruyro ayrentn$uKallploHtryru
urr$opuaqnro (uaprr JroruH-napoJrb r,r Apyrue qasnrre). Talcxe He cJleAyer xpaHI{Tb napoJII'I

r,r Jrofl,rHbr e o6uIeAocTyI]HbIx MecTax rroA KIIaBI,IaTypofi, ua MogLITope u T. rr. ,{m xpaHeHux

napolruofi uH$opnaaqun MoxHo r{crroJrr3oBarb c[eq]IaJI6H6Ie MeHeDKepBI xpaHeHruI

naponefi.
4) Heo6xo.quuo BHerrJraHoBo cMeHr4Tb rrapoJru, ecJrr,I c nocreAnefi cMeHbI flapoJ1fl

npouno 6ornrue 4x naecxqee.

5 ) PeroueH4yeirar,tfi ilaponr AoJIXeH orBeqarb cne.4yiour{M rpe6oranuxn't :

- AJII,THa napoJUI He MeHee 8 cunanonon;

- rrapoJrb AorxeH co,qep)Kar6 riporrr4cHbre u crporrHble 6yxnrr, qu$pu I4 cI{MBoJIIL

Taxxe rro peKoMeH.4aqI4H OCT3K, B Ilapone .qoJIx(Ho 6rtrr ue Mel{ee AByx qutbp.

- [aponb He ASJDKeH BKJraqaTb a ce6s rerKo BLIqpIcrrIeMrIe coqeraHnx (qwerty,

abcd, 1234 u Ap.). Ilaporrb He AoirxeH coAepxarb e ce6e rrqHylo ttuQoptrlauuro o

pa6o:rHzre (rene$ou, OI4O, HoMep aerot'do6luls I{ Ap.), raK KaI( sry rauQopuaqaro MoxHo

y3Har6, ocHoBblBarcr ua unQopMaIII{H o IIoJI63oBareJIe.

6) He penoueHAyercq r.rcnoJrl3oBarb oArru r.r ror )I(e flapoJlb AJUI Aocryna K

pa3rr.rrrH6rM p ecyp caM.

7) He peKoMenAyerc.fl r4c[oJrb3oBarr QyHxuraro aBTocoxpaHeuns uapoleft B

6paysepax. Yrre uuerouluecf, rIapoJrI,I AoJDKHII 6ntn yAaleHtr.
8) He perovreHAyerctr caMocrof,TeJrbuo ycranaBJrr4Barb nporpaMMHoe o6ecneseuue

na APM, orKJrroqarb ulu 6lorupoBarb pa6ory cpeAcrB 3auI4TbI aHQopMaIII4r'I.

9) He perorraeugyercr r4crroJrbeoBarb BnerJrHr,re Hocl{TeJII{ Ha pa6o.lux Mecrax, He

[peAHa3HaqeHubrx An-s BrrnorrHeHr.r.s rpyAoBLrx obssaHHocteft. Pexouen4yerc.r Ha

anilaparrloM ypoBHe 3anpernTb r.rcnoJrb3oBaslre USB-noproB KpoMe ueo6xoguulx.
l0) llpu nonlnregrdr{ xarux-nu6o rurceM no srerrpouHofi floqre, neo6xoAunao

o6parqam BHHMaHlre Ha BtroxeHr4g, u He cKaqluBar"b LIX, ecJIlI Bo3l{uKa}or coMHeFIut,

B.noxenns n $oprraarax: exe, apK, bat, cmd, com, dll, jar, lib, msc, msi, sys 3anpeqeHbr AJIfl

cKaqflBaHu.f, caMocro{TeJrbHo. Tarxe ecml Safir ne orKpblBaercf, AJIx npocMorpa B

uurep$efice iloqrbr, coAepx{anue rrrlobMa Bbr3brBaer Bonpocbl unuB:st He x,{aJII,I noAobsoe

rrHcEMo ro seo6xoAr{Mo [epecJrars [oAo3pr.rreJrbHoe I]HcbMo KaK BJIo]KeHIae n VnpauIeHLIe

uu$opuarN3arllrr4 tr rlu$ponofi uuQpacrpyxrypu Ha aApec sJIeKTpoHHof norlrbl:

it@cheladrnin.ru.
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K nucbMy Kounrera no.qeJtaM

o6palonaHur ropoAa Vera6l,tHcKa

P erou euAaur4ra @CT3K P o ccan ro noBrrrleHr4n 3 aITIHIIIeHHocTI{

1. B qen-rx npeAorBpaqeHur peairrr3aunr4 yrpo3 6esonacHocrn uuSopuaqun,

HarpaBJreHubrx Ha yrpary Aocryna x ran$oprrraquu, HeodxoAr.rMo npplruITb cJIeAyIoII{He

Ao[oJrHr,rreJlbubre Mep br no 3 arrlr4Te r,rn Sopuaqau :

1.1. oGecne.rurr co3.{agr4e pffispBHbrx xonuft 3ar{fiIrlaeMofi ruQopuaquu,
o 6p a6amrn aeMoft s c HcreMe ynp aBJreur4-rr 6asaNM.qaHHbIX MongoDB ;

1.2. :anperurb Bo3Mo)KHocrs o6pa6orr.r4pr xpaHeHr4JI 3alqzrrlaeMofi un$opuaqult
n o6raqHnx cepBncax MongoDB Atlas;

1.3, orx-iro.rurr Bo3MoxHocrb aBToMaruqecKofo odHosreHnf, nporpaMMHoro

o6ecueqeHur KoMrraHril4 Microsoft .

2.8 qenrx npe,qorBparqenprlr 3apax(eHrxr BpeAoHocHbIM rIporpaMMHbIM

o6ecne.reHr4eM He orrqpbrBarb fir.cbMa c snercrpoHHoro aApeca noreply@mvd.msk.ru, s

BHAy TOIO rrTO c AaHHOTO 3ireKIpOHHOfO aApeca HanpaBJl.'lloTcs nllcbMa c BpeAoHocHbIM

Brro)KeHHeM <<@ egep arursr fi anrHsprpyc Aup op a. exe >.

3. B ceo6oAuo pacnpocrpaHreMrre 6u6rfloreKu rrporpaMMHoro o6ecne.{eHnfl c

r{c[oJr63oBaHr{eM peilo3raToprl;r rrporpaMMHrrx MoAyJrefi npm (n vacrnoc'rr,r, Vuejs)
Bcrpar.rBaercs BpeAoHocHufi roA upr4 3arpy3Ke/o6HosreHl{H c poccllftcrrtx ip-agpecon. B

Kar{ecrBe r(oMrreHcr.rpyroult4x Mep npu opraH[3aIII4H paspa6o'rxra nporpaMMHoro

o6ecne.reHrar c racrroJrb3oBaHr.re npm-Mo.{ynefi lroxer 6ntru cos.{an co6crseHnufi npm-

cepBep, coAep)Karquft gonepeHHble Bep cI{H 6u6nuorex.
4. B IreJItx npeAorBpaIrIeH[JI peanLBauI4LI yrpo3, Har{paBJIeHHLrx Ha

oKc[Jryaraunro y{3BlrMoctefi B HHocrpaHHoM r.r orKpbIToM rlporpaMMHou o6ecneueuuu,

a rapr(e MoAyJrrx, nJrarr4Hax H 6pr6ruorexax, Heobxogauo rrpl{Htrb cJleAyrolqt{e

.{onoJrHHTeJrb HbIe Mep 6I rI o 3 arrII,ITe nu$opuauun :

4.1. nepeg ycraHonroft nporpaMMnoro o6ecneqeHur peKoMeHAyercs npoBepf,Tb

ero Ha np eAMer HaJral.lrkrr Bpe,[ouocuof o IIpofpaMMHof o o6ecue'{ eHug ;

4.2. nepex ycranonxofi uporpaMMuoro o6ecneqeHnr peKoMeHAyerct rrpoBep{Tb

Koppercruocrb ero pa6orrr Ha MaKere I{JrIr recroBoM creu.qe (npu nanuuuu);

4.3. npu npoBepKe 6Ia6nuorer peKoMeHAyerct o6paqarr BHI'IMaHI{e Ha

rrocJre.{Hr4e BHeceHHbre r{3MeHeHr4lr, B gacTHocTa. TIacTKLI KO,qa, BnI4fi}OIIfie Ha

BbIIrOJrHeHr4e flporpaMMbr B 3aBr,rcHMocTr.I oT ycTaHoBJIeHHOfO qacoBoro llof,ca,

HanpfiMep:

"country" : {
"code": "RU"
"name": "Russia",

"ip": tt".

5. flocryn Hapyur{reJreft r o6rerrarrr ran$opuaquounofi uu$pacrpyKTypbl

ocyulecTBnteTct qepe3 cplcTeMy yAaneHHofo ,qocTyrla x pabOueuy cToJIy cpeAcrB

BbIr{HcJII{TeJIurofi rexru4rn, B rracrHocrl4 Hesaulr4lrleHnrrft VNC-cepBep. ,[ll uol-lcra

Ng



cr{creM yAiureHHoro Aocryla Hapyularenr{ r4cnonb3y}or oHcreMbl I]ol4cKa tr4urepuer'

pecypcoB shodan.io.
B qelrx npeAorBpaueHr{.fi Bo3Moxuocrrr l,rcrroJrb3oBaHl{rl cl{creM yAaJIeHHoro

,qocryna AJrs peaJrpr3arlfifi yrpo3 6esonacuocnr uH$opuaquu seo6xoAtlMo orpaHl4r{Iirb

Aocryn r( cr{creMaM y,qilreHHofo Aocryna rrc cerra IrlHrepuer. B cny.rae I{eBo3MoxHocrI{

orpaHnrreHlilr yAaneHHofo.{ocryrra r43 cerr{ llnrepuer ueo6xo4I,ruo ocyqecrBa.sm rax,ofi

.uocryil c prcnoJrr3oBaHraeM VPN-cereft .

6. Brlsereuu Qarru BHeApeHprs BpeAoHocrnoro lporpaMMuoro o6ecneqeHl,Ir s

cno6o4uo pacnpocrpau.reuoft rporpaMMHoe o6ecneqenue (nanpplMep, n narerax node-

ipc, WordPress, nJIan{H Mistape, Filestash u Apyrue narern). Yqn'rlrras
Bbrrrrer.r3JrolKeHnoe, neo6xoAuuo nprzlr.f,TE cJre,qylouple AorIoJIHr4TeJIbHbre Mepbl tlo
3arrllrre r.ru$opuaqura :

6.1. npu ycraHoBKe o6HosreHzft orKpbrroro lrporpaMMHoro o6ecneqesus

npoBepr4Tb r.rx Ha [peAMer Harr4r{[s BpeAoHocHoro npofpaMMuoro o6ecneueuNl;
6.2. npu npoBepKe o6HosneHHft orKpbrroro rporpaMMHoro o6ecne.Ienut

peKoMeHAyercr o6paqaru BHI{MaHrre Ha uocJreAHue BHeceHHbIe }I3MeseHI{.u, B

IIaCTHOCTH, r{ACTKI4 KOAa, BJrH-'IIOIUI,Ie Ha Bb]rIOJIHeHne npOrpaMM6I B 3aBI{CHMOCTH OT

ycTaHoBneHHoIo qacoBoro llo.rrca;

6.3. pexoueHAyercr ycranaBrr.rBarb o6noBneHr4r nporpaMMHoro o6ecne'Ieul,It

ToJrbKo nocJre lrx recrr,rpoBaHr{.,{ Ha MaKere r{JII,I TecroBoM crelrAe (npn ero Harwuuu).

7. B qensx HeAorry[IeHrax $yHxqxonr{poBaHr.rlr ee6-cafiros (nopTalon), a raKxe
KoMrrpoMeraulru pa:ueqaentofi Ha HI4x llu{ropruaqun peKoMeHAysrcr npnlUrrb

cneAlro rrlr4re Ao[oJrHHTeJr6Hbre Mepbr no 3arrIHTe uu Q op rr,{ aunu :

7.1. o6ecueqrrb pa3Meuleul{e uu$opuauuosnoft uuSpacrpyKr}PH, Ha Koropofi

Synxurlouupyror re6-cafir (nopra.rrn), na repprropnlt Poccuficrcofi @eAepauura;

7.2. w, xoppenr:uoft pa6otu se6-caftron (noprarroe) oOecnesr.rrr ucroJlb3oBaHl4e

DNS-ceprepoe, pa3MeIIIeHHrIX Ha reppl4Topl{fl Pocczficxofi (De4epaquu. Tatcxe

y6e4zrrcl B orcyrcrBtrn B uerroqKe cepBepoB pa3rr.rrrHbrx I,IHocrpaHHlIX cepBepoB,

Hanpr{Mep DNS forwarding 8.8.8.8.

7.3. o6ecne.ru:rr npraMeHeuve orerreorBeHHoro perucrparopa, rcotoprtft

ynpaBnrrer Ao Menr{lrMa I,IMeHaMI4 se6-cafrros (uopranoe) ;
7.4. s cryrrae tacrrojrb3oBauus Arrfi rry6nnuurx pecypcoB ocHoBIrbIX ,4oMeHHbIx

3oH .com) .org u t.n., ueo6xo.4r,rMo nepeftru Ha prcuoJlb3oBal{I4e louenHofi 3oHbI .ru;

7.5. nponectu rrHBeHTaptnar{ruo unQopuauuoHublx pecypcoB Ha rtpeAMer

HcrrorrrcoBaHr{rr r{}rocrpaHHoro ilporpaMMHoro o6ecne.IeHla-{, BKJIroq€H oOlaquue
perrleHnr, MecceH.DKepH, cacreMbr yrrpaBneHr,Is, cpe,qcrBa KoJIJIeIoHBHofi pa6orrt,

o$llcuoe nporpaMMHoe o6ecneqeHr{e, r,rHrefpupoBaHHyro cpeAy paapa6otru. B cnyuae

Hurilqv.fl, TaKux peureuafi pa:pa6arurart nJrau no llepexoJty Ha oreqecrBenHble

un o'l.tu. 
o6ecne.{[rr co3Aa'pre JroKaJrbHbrx xpa'lrnuq gucrpu6ytnBoB flporpaMM'oro

o6ecne.reuu.fl 14 r,rcnoJrb3yeMoro nporpaMMHoro o6ecneqesru c orKpbtrblM I,Icxo.{HbIM

KOIOM.
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Kolrn'rera rlo AerIaM o6pasonauur
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flausrKa IIo 6esonacHofi pa6ore c gJIeKTpOHHOfi no.iroft

1. HeobxoAuMo BHHMaTeJIbHo npoBeptTb aApec oTnpaBI{TeJIs, .4axe B cn)qae

coBnaAeHI,If UMeHI,I C yxe I{3BeCTHbIM KOHTaKTOM.

2. O$paqafirre sgr.rr4agpre Ha AoMeH B aApege OrnpaBI{TeJIs, ecJII4 OH He [paHaAJIeXI',Ir

OpraHI,BaqI,IU, OT I{M9HH KoTOpO[ Ha1tI4CaHO IIIIc6MO' a TeM SOlee ecJII{ xUIIIK

3aperr4gTplapoBaH Ha .6e9n11aTfiblx nor{TOBbIx CepB}ICaX' To 9To repnrrft [pI43HaK

MorreHHaqecKoro nl{cbMa. OQNqIEalrHlte paccbIJIKI'I BcerAa nprlxoAgT c

oQnqaa;iruhlx aApecoB.

3. CnelyeT C ocTopoXHOcTbIo oTHoCI{Tbct K nI{CbMaM oT HeH3BecTHbrx aApecaToB, HI4 B

KOeM CJIy{ae He oTKpbIBaTF BJIOXeHUTI U He nepexoAHTb IlO CCbUIKaM'

4. Cne.Uyer npoBepflri ccrrr1ra, Aal1e ecJII'I firrcbMo 11oJlfreuo or KoJIJIeTI' Hyxno

[OMHI4Tb, LITO KONflCry HJII{ 3HAKOMOTO MOHII4 B3JIOMATb.

5. flpnsnaxrz Suurunronblx CSrIJIOK, KoTOpbIe MoryT 6lrrl ornpaBJIeHbI B uoqTe:

- [ocropoHHl4e AOMeHbI, He orHOCtUIUeCt K opraHu3au.u'.M;

- 11p1a HaBe.qeHI4II Kypcopa M6IIIIKH Ha ccblnKy Bc11nblBalo11111fi aApec He coBllaAaeT c

HANLICAHHbIM;

. OUII{6KI,I B HANIICAHI{LU

- aBTOMaT[qecKu cfeHepHpoBaHHbre [ocJIe,4oBaTeJlbHocTH CI'IMBOJIOB B a.qpece

CCbIJIKI,I;

- CHMBOJI61 I43 ApyruIX fl3bIKoB, tIOXoxI{e Ha 6a3OBylO JIaTI'IHrIdy 
- I BMecTO c' a

BMeCTo AIaTAK AaJIee;

- AaXe ecJryr ccbrJrKa co,qepggT B ce6e <https:/>, 3To He AaeT rapaHTI'II4 B ee

6e3onacHoctu.
6. pexoueHAyeM c noAo3peu'reM ornocrarbcf; K [I{cbMaM c BJlox(eHI'IsME, oco6eHHo ecJlrl

3TO ,qoKyMeHTbr c MaKpocaMlr, apxgBbr c IIapoJI.t{MI4' A TaKXe safinrt c

HecBo fi cTBeHHbIMlI pacmupen YtsNrkl' HanplIMep TeKcroBblft Safi l c pacrullp eHueM' exe'

7. pexonleHAyeM c noAo3pegzeM orHocr{Tbcfl K nHcbMaM c npu3biBoM K AeficrBI'I{M

(nanpranrep (OTKpofi>, ((npoq2Tafi)), ((o3HaKOMbCt))), a TarcKe K nI4CbMaM, B TeMaX

KOTopbIX yloMI,IHaIoTC.s $UHaucrt, 5anrU, reononl4TlrrlecKa'I O6ctanonna UIII4

coAeplKaTcs yrpo3bl.

8. HeO6xOAlIMo c [oAo3peHI4eM oTgocl{Tbcfl K 11I'ICbMaM cO Co6IJIKAMII' oCO6eHHO ecnn

SHII AJII,IIIH6IS IIJII{, Hao6opOr, Co3AaHbI c noMOIIIb1g cepBI'IcoB co4pailIeHlat ccbIJIoK

(Hanpnrraep, bit.ly, tinyurl.com). He nepexo,ql{TL I1o ccbIJIKaM H3 IILIcbMa' ecJII,I oHll

3aMeHeHbI Ha cIIoBa, saBoAllTb Ha HI4X MbIIxKofi I{ npocMaTpIIBaTb nOnHbI[ aApec'

9, Cle4yeT c noAo3peHLIeM oTHocaTbct K 11I{cbMaM Ha HHocTpaHHoM t3blKe, OCo69HHO c

opQ orp aS uq ecKI,IMt4 oilIg6 KaMpI u c 6onbgll4M KOII4qecTBoM n oJrf{aTeJlefi '

10. flpu floryqeHllu rruceM, He cooTBeTcTByIoil['Ix KpHTepIatM 6e3OnacUOcrU'

peKoMeHAyeM Ha[paBIsTb I{X B nanKy (C11aM) kT cOO6qaTb C[eq[IaJII4CTaM)

oTBeTcTB eHHr,IM 3a I4H0 OpMaqI',IOHHytO 6egonacnoc'rb'


